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Have You Done a

Risk Assessment?
By: Greg Rothauser, MCSA

Almost every week there is a
story in the news about an
organization that has lost
confidential informatfion or
been impacted by hackers or
viruses. Many of these
organizations could have
properly protected their datq,
assets and public reputation if
they had performed a risk
analysis/risk assessment.

A risk assessment is a process
that identifies threats to
business assets; what the
potential impact or exposure
would be; and a discussion of
any mechanisms in place to
mitigate or control those risks.
For example, a community
health provider might list “theft
of a company laptop” under

Multiple Monitors In-

crease Productivity
By: Mike Brown

If you find yourself constantly
switfching between
applications, copying data
between applications, or
comparing items in mulfiple
windows you may be ready to
take advantage of a fime
saving feature built info
Windows® — multiple monitor
support.

Multiple monitor support allows

(Continued on page 6)
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Content Filtering
By: O'Neill Carty

The Internet is a valuable
resource for conducting
business, research, and staying
in tfouch. However, today’s
companies are faced with the
need to confrol access fto
inappropriate  materials, web
sites and online resources. In
addition, as more social and

commercial sites become
available, users are
increasingly doing online
shopping/social networking,

which in turn ufilizes significant

company network resources
(bandwidth).
Most employees are

unaware of the bandwidth
usage associated with
listening to online music and
chatting on social networks.
These online activities not

only affect neftwork
performance for one user,
but also degrade

performance for everyone
else on the network.
Moreover, legal liability risks
around downloading MP3s

and DVDs are a major
concern. The Recording
Industry  Association  of
America (RIAA) recently

fined an organization $1
million for having

(Continued on page 6)
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The Value of Online
Backup

By: David Modzelewski

Online backup is the process of
using a software agent fto
securely fransport critical data
over the Internet to a 3@ party
data center. Although this is

not a new concept, many
companies are still - using
tfraditional onsite backup

methods which require large
investments in fape devices,
media, and user fraining.
Traditional backup  solutions
can still be an effective means
of data protection, but online
backup is quickly becoming a
popular method because it
offers full disaster recovery, less
employee fraining and risk of
error, and a lower cost of
ownership.

One of the most critical factors
in having a robust backup plan
is fo ensure that a copy of the
data goes off-site. With
fraditional tape backup
solutions this can be
accomplished simply by
moving tfapes fo an off-site
location based on a rotation
schedule. This process requires
a reliable employee to adhere
to a rigorous schedule.
Because dedication is required
fo maintain this off-site tape
rotation schedule, many
businesses fail fo properly
execute the disaster recovery
plan they create around their
tape backup solution. Even if
the tape rotation schedule is
followed as planned, the
business is sfill vulnerable to
data loss unless a tape is taken
off-site each day.

An online backup solution

removes any need for fthis
cumbersome chore because
once the data is encrypted it is
sent over the Internet to a
remote site. Furthermore, many
online backup services also
have redundant data centers
ensuring that your critical data is
automatically stored in three
different locations and updated
on a daily basis. This is valuable
protection considering that after
a maijor fire 44% of businesses fail
to reopen, and of those that do,
33% fail to survive beyond three

years.
o=1]|
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Traditional tape backup

solutions also require significant
investment. By the time tape
drives, media, backup software
licenses, implementation costs,
and employee training are all
accounted for, the total cost
can be $3,000 to 4,000. In many
cases this cost equals that of an
online backup subscription for
several years. In fact, even as
tape backup solutions begin to
reach a breakeven point with
subscription online backup
services, they often require
further investment to replace
inadequate or aging hardware
and tapes. Online backup
services never require this major
investment; they easily scale to
unique and varying data
protection needs, and there is
no additional hardware fo
maintain.

Online backup solutions have
many advantages worthy of
consideration in favor of, or in
tandem with traditional tape
backup solutions. )

Virtualizing the IT

Infrastructure

By: Mike Dews

Virtualization is the ability fo
emulate multiple external

software processes on a single
piece of hardware. Virtual
machines can run a variety of
operating systems such as
Windows, Linux and Novell and
there are currently three major
vendors providing virtualization
solutions. VMware has been the
industry leader with its ESX Server-
based solutions.  Microsoft has
offered a few different versions of
their Virtual PC/Server systems
and they now provide Hyper-V in
their Windows 2008 Server suite.
The final vendor is Citrix with their
Xen Server product. This article
will focus on the VMware
vSphere suite.

Moving to a virtual infrastructure
is done for many different
reasons. Some large datacenters
do it to consolidate space and
resources.  Other organizations
may do it to be more “green,”
since a virtual environment
requires significantly less power.
Small businesses can benefit from
virtualization by reducing the
need for servers whenever a new
application is required.
Additional hardware costs are
reduced when dealing with
hardware migrations.

The justifications above are
certainly valid, but probably the
most important reason to go
virftual is the ability to reduce
downtime. By moving to a virtual
environment hardware

(Continued on page 3)
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downtime is reduced since the A Great Place to Meet!

virtual servers don't have any
hardware to upgrade. VMware
provides a number of
management services that offer
high availability of information
systems, with the ability to
eliminate downtime due to
hardware failure. The IT staff
may therefore be able to
leverage the time needed to
adequately patch the
operating systems.

Virtualization also helps control
server farm sprawl and aids in
disaster recovery. If access to
company data is crucial, then
the amount of time to restore
access to this data is important.
Since the environment is virtual,
it requires less time to get the
physical servers up and running
and then to restore the virtual
machines. If hardware is
available, systems can be up
and running in less than a day.

Must | use VMware?2 The answer

is  no. Currently the direct
competitor to VMware s
Microsoft's  Hyper-V. The

benefits to using Hyper-V over
VMware include lower cost, and
those familiar with  Windows
Operating Systems will be able
fo quickly get a Hyper-V server
up and running. Hyper-V can
run in both Windows 2008 Core
and Full versions. While VMware
is more costly, it offers a lot
more, including the ability to

host more guest operating
systems (53 vs. 17), and it
requires less hardware

resources, to name only two.

The Education and Research
Foundation of the Connecticut
Society of CPAs (the CSCPA
Foundation) exists to provide
CPAs with high-quality, timely
seminars and courses to keep
them current with the latest in
legislative, regulatory, and
managerial issues.  Many of
these sessions are at The CSCPA
Education Center, 716 Brook
Streeft, Suite 100, in Rocky Hill.

The Education Center is booked
from May 12 to June 30, BUT the
rest of the year the CSCPA rents
its brand-new facility to outside
groups such as vyours! The
Center comprises 3,500 square
feet that can be divided into
three rooms, and it's only five
minutes from 191, Exit 23.

Room rates include ALL of the
following amenities: WiFi access,
LCD projectors and screens, a
professional sound system with
wireless microphone, white
boards, flip charts, lecterns,
dedicated on-site staff support,
and plenty of convenient free
parking. There's also a food
and beverage area and
catering can be arranged. Full
day rates start at $400.

Sound good¢ Contact Roberta
Hunt today at 860-258-0219 to
book your group’s next meeting
at the CSCPA Education Center.

View photos of the Cenfer at
Www.Ccscpa.org/meetingspace

SECURITY NEWS

(Courtesy of the Sans Institute unless
otherwise noted)

Network Solutions Customers'
Websites Infecting Visitors with
Malware (April 18-19, 2010)

A malware attack is targeting
Network Solutions' customers.
The issue affects websites
running WordPress, Joomla, and
regular HTML. The sites in
question have been infected
with javascript that tries to install
malware on site visitors'
computers. Less than a week
ago, another attack targeted
Network Solufions websites
running just WordPress. Network
Solutions is attempting to
remove the malicious code
from customers' sites. The
company is not releasing
technical information about the
aftack because it could help

the perpetrators. Users are
urged to change their
passwords.

Do you know any college kids
who are good at cyber security
and go to school in NY, DE or
CAZ? If yes, they can get an all
expenses paid scholarship to
cyber camps this summer that
could give them an inside track
to the coolest jobs in cyber
security. Send them fto
www.uscyberchallenge.org.
That's also where you will find
data on how cyber-security-
talented high school kids all
over the country can qualify for
full, four year college
scholarships  (with  summer
internships).
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For Non-Profits Only
MIP End of Fiscal Year

Resolving A/P Subledger Issues
By: Camille Livsey

A common error occurs when a
user posts an A/P tfransaction with
an effective date in a closed
fiscal year and fails to utilize the
Adjust  Current  Year balance
feature of the software. Another
scenario would be a user who
posts an Adjust Opening (AO) or
End of Year Adjustment (A) type
enfry without a corresponding
entry in the prior closed fiscal year
(s). Note, there may be rare cases
where the organization’s auditors
legitimately mandated the AO or
A entry.

The following steps assume that
you have already determined the
out-of-balance dollar figure
between the Trial Balance and A/
P ledger. You can run an
Expanded GL for each year and
compare the ending balance to
the beginning balance fo
establish what year is reporting an
incorrect beginning balance.

Determine the date that the Fiscal
Year related to the out-of-
balance entry(s) was closed
within the system.

Go to: Reports>Transaction
Reports> Posted General Ledger
Transactions, select Report Name
<System Generated Year End
Close Entries>. Three changes
need fo be made to the default
report.

1.0n the Content tab add the
Posted Date column in the body
of the report.

2. Remove any filters.

3. Add an Effective Date filter with
the criteria equal to the first day
of the fiscal year reporting an
incorrect beginning A/P balance.

Find a transaction with a UO or
SO entry. You are only
concerned with the datfe that
appears in the Posted Date
column of the report. This is the
only information you will need to
make note of for the next report.

Establish the AP transactions that
were keyed into the closed
Fiscal Year for which AO type
entries were not part of the
transaction.

Go to: Reports>Transaction
Reports> Posted General Ledger
Transactions, select Report
Name <By Session then
Document>,

Four changes need to be made
to this default report...

1. On the Content tab add the
Transaction Entry Type to the
Report Body.

2. On the Filter tab add an
Effective Date filter with the
criteria set fo Less Than (<) and
enter the first day of the Fiscal
Year with the incorrect
beginning A/P balance.

3. Add a filter for Posted Date
with the criteria set to Greater
Than (>) and enter the date
indicated in step one (from
report above).

4. Add a filter for Transaction
Source between APC and APV.
The result of this report will print
all sessions keyed after the Fiscal
Year close. Each session will
print on its own page. Review
for any sessions that do not have
an AO type entry indicated as
part of the fransaction lines.

For those sessions without AO
entry types, you will need to:

eReverse the original session(s)
accepting the default dates.
Activities>Manage Sessions
>Reverse Posted Sessions:

In the Transaction field select the

fransaction source from the report
and indicate which session you
would like to reverse. You must
enter a new Session ID for the
reversal session, accept all the
defaults. Save the session.

eCopy the original session(s)
accepting the default dates.
Activities>Manage Sessions
>Copy Posted Sessions:

In the Transaction field select the
fransaction source from the report
and indicate which session you
would like to copy. You must enter
a new Session ID for the copied
session, except all the defaults.
Save the session.

oEdit the copied sessions (NOT the
reversals).

eSelect the copied session from
the appropriate Transactions
menu item (Enter AP Invoices,
Enter AP Credit Memos, Enter
Manual AP Checks), select each
document and utilize the Adjust
Opening Balances button located
on the document screen, , for
each year between the year you
are posting too and the current
open yeadr and save the
fransaction. (Ex. If your current
open year is 2008 and you are
posting info 2006 you would click
the button twice and change one
of the dates to 2007.)

e Repeat for all documents from
the second report.

- OR -

e Correct the balance per trial

balance without any verification
of actual tfransaction errors.

Post all session(s).

e Go to: Transactions>Enter A/P
Invoices. Post an adjustment
(entry type “AQ") to the first day
of the fiscal year that has an
incorrect A/P opening balance.
Use a generic vendor ID and
invoice number. This enfry will not
affect the sub-ledger, but will
correct the balance in the
general ledger. Reprint the ftrial
balance to verify its accuracy. B
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Risk Assessment

(Continued from page 1)

organization would be the
compromise of confidential
information. The Impact or
exposure can include the loss
of reputation should it be
reported in the media that
health informatfion was lost,
potential HIPAA fines and the
cost of replacing the laptop.

A risk assessment also includes

management info action fo
protect that data.

In performing a risk assessment,
much of the actual work is in the
form of “brainstorming” lists of
company assets that need to be
protected, assigning impact
ratings, cost estimates, etc. In
best practice, an organization will
create a committee that includes
key personnel from different
departments (Accounts Payable,
HR, Sales, etc.) and your IT staff/

mechanisms o provider. A security
mITITgcllTe " or ...keep your | consultant should be
ool o Mee | data safe and ;Tr'nggssm drect e
. , U
o[)gonlzo’rhlog your compdany | majority of the actual
above a . ' i
( ff th venin work is done in-house
msfollfepl cng o ee e" g by that committee.
conftigure news. When they are done,
some form of a report identifying

whole disk encryption, such as
PGP or Bitlocker, the loss of
confidential data would no
longer be a major concern.
Had PGP been installed on all
laptops, it would be listed
under mitigating conftrols and
the “residual risk” would be low
— just the cost to replace
hardware.

Certainly some organizafions
are required to have these
assessments  per regulatory
mandate (e.g., HIPAA).
However, even those not
covered by regulations can
benefit. The process of
identifying areas of risk and
controls in place will illustrate
those areas without sufficient
protection. During the risk
assessment process, if laptops
with confidential data were
identified as a risk area, but no
encryption was implemented,
there would be nothing
mitigating that high risk — which
would hopefully prod

areas that are well protected, as
well as areas that may need
improvement, will be created.
With that report, a plan of action
can be implemented to keep
your dafta safe and vyour
company off the evening news.

7N

When Your Business Relies on
Technology,

You Can Rely on Us!

Worried about your network’s
security? Give us a call,

we can help!

860.524.4400

www.TheTechnologyGroup.com

Selecting EHRs, EMRs

(or any other software)
By: Mark R. Torello, CFE, CISA

| have seen almost every
mistake imaginable in selecting
software. But when it involves
mission critical software, a
mistake may not only be costly,
but crippling. My job is to
protect my clients from making
this kind of mistake.

This year, many not-for-profit
organizations are looking for
new case management
software or elecfronic health
record (EHR) software. Many
will fry to make the selections
themselves, some will ask their
IT department, and some will
seek outside help.

If you don't have experience
selecting business process
related software, you will need
help. Software that will
manage the mission critical
processes of your nonprofit or
business will have many more
atfributes fo consider and
compare. A good consultant
who has experience with this
should have a well-vetted
process for identifying the
systems to consider, as well as
providing you with the details
you should evaluate. As for
putting your IT department fully
in charge....just don't. This is a
common mistake; IT folks will
not typically know and
understand the functionality
needs of the organization and
will focus on just the technical
aspects of systems.

If you have chosen wisely fo
solicit the skills of an expert in

(Continued on page 7)
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Multiple Monitors

(Continued from page 1)

your normal desktop to be
extended across more than one
monitor. This increase in
workspace allows you to have
many more windows visible at
any one fime. Having more
screen ‘“real estate” allows
employees who often work with
multiple applications to be
more efficient in their daily fasks.
This can be especially true for
those who frequently use large
spreadsheets, design layouts, or
accounting software.

The best part about this
upgrade is that it comes at a
relatively low cost and most PCs
will easily support it. Often the
only additional hardware
required is a video card and a
new monitor. Start  seeing
productivity gains today,
contact The Technology Group
to implement a multiple monitor
sefup in your business.

~

IN-HOUSE NEWS 2

New and Growing Staff!

The Technology Group is
pleased to officially welcome
Dawn Gotftlieb and Michael
Dews to the team.

Dawn Gottlieb comes to us from
Highland Falls, New York where
she worked as a financial
consultant for five years. She
joined the TTG team in February
2010 as administrative assistant.
Dawn and her Fiancé, Adam,
are getting married in July 2010.

With over fen vyears of
experience in IT, Michael Dews
joined TTG in April as Senior
Systems Engineer. Mike will
design and implement Dell,
Microsoft and Cisco solutions,
and provide on-call support to
TIG's clients throughout the
state. He is currently pursuing his
Microsoft Certified |IT
Professional (MCITP).

The Technology Group LLC
proudly welcomes the Following
new clients:

e The Connection, Inc.

e My Sister's Place

e Cornell Scott Hill Health Citr.
e March, Inc.

e VaultLogix

e Middlesex Eye Physicians

e Knox Parks Foundation, Inc.
e Bauza & Associates

e The Catholic Bookstore

e St. Vincent DePaul Place

e Agency on Aging of South
Central Connecticut

Content Filtering

(Continued from page 1)

copyrighted music files on the
corporate network.

Schools and libraries risk
forfeiting federal funding unless
they provide confent filtering
mandated by the Children
Internet Protection Act (CIPA).

One of the best ways fo
maintain network security and
performance is to restrict access
to resources that are not
pertinent to your business, such
as Facebook, MySpace, Twitter,
etc. This type of restriction is
known as content filtering. You
can implement content filtering
by using appliances or software,
depending on your network.

Content filtering software
screens web pages and e-mail,
excluding material you define
as inappropriate.  Opinions on
what is objectionable content
vary, but typically it includes
pornography, gambling, and
violent or racist confent. It can
also include shopping and
music download sites. Content
filtering has always been an
important strategy for blocking
viruses, spyware and malware
that are received from
inappropriate websites.

Some benefits gained from
implementing a content
filtering solution are blocking

harmful sites and images;
restricting chat and instant
messaging; limiting fime
online and access to
programs; conftrolling

program downloads; and,
most importantly, protecting
the privacy of users. S
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Selecting Software

(Continued from page 5)

selecting your system, there are

some important things fo
consider in choosing a
consultant. The first is their

experience with your type of
organization. The second is
experience providing software
selection services. Third, and
most important, is the quality of
their end result. Let's not
measure quality by weight,
fanciness, or quantity of
graphs. Let’'s measure it by how
well it lays out the most
important facts to help you
make the right choice.

| have seen the good, the bad,
and the ugly result from such
consultant  plans. Ask your
prospective consultant for a
work sample as well as the
number of similar
engagements performed. |
have been called from clients
after spending up to $50
thousand on the wrong
consultant and receiving a
report so esoteric that it is
valueless. The report needs 1o
do a great job of identifying
the needs, comparing
appropriate  solutions, and
laying out the facts in such a
manner that management
can understand and use to
make an informed decision.

The Evaluation should:

1. Define and address needs.
|dentify industry leaders.

3. Show how the leaders meet
each need (or not).

4. List each company’s vital
statistics and details
including cost structure,

licensing convention (i.e.
concurrent user vs. named
user), years in business,
databases supported, and
closest similar customers.

Provide a simple but
effective pro/con analysis of
the final contestants.

?

The Evaluation Should Not:

1.

Specify servers or other
systems before a software
system is selected.

Contain lengthy
dissertations on technology,

trends, maturity impact
analyses, or other such
information that will not

directly help in the selection
task at hand.

Include surveys that were
not actually conducted (yes
we have even seen that
donel)

Recommend open source,

free, or custom
programmed solufions
unless "off-the-shelf”

software has been found to
be completely unavailable
for the functionality
needed. Only with

evidence of an exhaustive
search should these
solutions be entfertained.
Some definitions to help
you understand why:

Open Source: Software
typically available for free with
ability to modify the software
code to your liking. As such, no
single company will offer
support and updates to your
customized solution. Support
typically comes from open
forums and the best efforts of
the user community. While this
may “work” for very large firms
with programmers on staff, it is
seldom a good idea for smaller
organizations.

Beta Software: Software
companies will offer low (or no)
cost software, if you are willing
to be a beta-tester. This
means that you run their
newest release before anyone
else so you can give them
feedback (that's code for
identify crippling problems and
bugs). While some companies
have beftter quality control
than others, beta testing can
save a lot of money af the
expense of technical hassles
and downtime.

Custom Software: Custom
software is built from the
ground up by a programmer.
There will be no regular
updates or improvements
unless paid for individually. The
cost of these upgrades will not
be spread out over thousands
of users; just one — you. Like
open source solutions, this
should be the last resort after
an exhaustive search for “off
the shelf” solutions.

(Continued on page 8)
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Selecting Software

(Continued from page 7)

When selecting critical
software such as an EHR or
EMR (electronic medical

record), take sufficient time to
choose wisely.  Appoint a
selection committee made
up of users, business minded
folks, and technically savvy
staff.  One other important
factor is the strength of the

company that developed the
software. Look at vyears in
business, history of buying and
selling software, size, financial
strength, and number of
organizations using the software
you are considering.
Remember, the investment in
software is not just financial.
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